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Source: http://support.solarwinds.com/SuccessCenter/s/article/Files-and-directories-to-exclude-from-antivirus-scanning-for-Orion-Platform-products
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https://www.fireeye.com/blog/threat-research/2020/12/unauthorized-access-of-fireeye-red-team-tools.html
https://www.fireeye.com/blog/threat-research/2020/12/unauthorized-access-of-fireeye-red-team-tools.html
https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://github.com/fireeye/sunburst_countermeasures
https://www.washingtonpost.com/national-security/russian-government-spies-are-behind-a-broad-hacking-campaign-that-has-breached-us-agencies-and-a-top-cyber-firm/2020/12/13/d5a53b88-3d7d-11eb-9453-fc36ba051781_story.html
https://www.washingtonpost.com/national-security/russian-government-spies-are-behind-a-broad-hacking-campaign-that-has-breached-us-agencies-and-a-top-cyber-firm/2020/12/13/d5a53b88-3d7d-11eb-9453-fc36ba051781_story.html
https://github.com/bambenek/research/tree/main/sunburst
https://www.volexity.com/blog/2020/12/14/dark-halo-leverages-solarwinds-compromise-to-breach-organizations/
https://www.volexity.com/blog/2020/12/14/dark-halo-leverages-solarwinds-compromise-to-breach-organizations/
https://www.sec.gov/ix?doc=/Archives/edgar/data/1739942/000162828020017451/swi-20201214.htm
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alert tcp any any <> any 443 (msg:"Backdoor.SUNBURST"; content:"|16 
03|"; depth:2; content:"avsvmcloud.com"; distance:0; sid:77600845; 
rev:1;)

alert tls $EXTERNAL_NET any -> $HOME_NET any (msg:"ET MALWARE [Fireeye] 
Backdoor.SUNBURST SSL Cert Inbound (avsvmcloud .com)"; 
flow:established,to_client; tls.cert_subject; dotprefix; 
content:".avsvmcloud.com"; endswith; fast_pattern;
reference:[...]; classtype:trojan-activity; sid:2031341; rev:2; 
metadata:[...];)

Similar HTTP rules published by FEYE (with similar upgrades from ET)
ET added DNS lookup rules as well



alert http $HOME_NET any -> $EXTERNAL_NET any (msg:"ET MALWARE 
[Fireeye] Backdoor.SUNBURST M2"; flow:established,to_server;
http.uri; content:"/swip/upd/SolarWinds.CortexPlugin.Components.xml"; 
http.host; content:!".solarwinds.com"; endswith;
reference:[...]; classtype:trojan-activity; sid:2031337; rev:2; 
metadata:[...];)

Specific URL structure used by updates for my tool, going to a host not owned 
by the vendor

Proactive potential: what URLs do my tools legitimately use today? Can I detect 
those structures being sent to unusual hosts?



alert http $HOME_NET any -> $EXTERNAL_NET any (msg:"ET MALWARE 
[Fireeye] Backdoor.BEACON M1"; flow:established,to_server;

http.method; content:"POST";

http.request_body; content:"name=|22|"; content:"|22 3b|filename=|22|"; 
content:"|22 0a|Content-Type|3a|"; fast_pattern; 

reference:[...]; classtype:trojan-activity; sid:2031323; rev:2; 
metadata:[...])



alert http $EXTERNAL_NET any -> $HOME_NET any (msg:"ET MALWARE 
[Fireeye] Backdoor.BEACON M3"; flow:established,from_server;

file.data; content:"<title>Woman-Five-How-To-Why-Your-Celebrating-
Learn-Brand</title>"

reference:[...]; classtype:trojan-activity; sid:2031356; rev:2; 
metadata:[...])









●
●
●
●
●



●
●
●
●
●

path=dns query="avsvmcloud.com" OR query="*.avsvmcloud.com"
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path=http | spath host | where host="avsvmcloud.com" OR host="*.avsvmcloud.com"
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path=http method=POST post_body="name=\"*\";filename=\"*\"Content-Type:*"
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path=x509 "certificate.subject"="CN=*incomeupdate.com*"
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path=x509 "certificate.serial"=0fe973752022a606adf2a36e345dc0ed
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path=conn ts>2020-01-01 ts<2020-12-31 "id.resp_h"=8.18.145.150
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path=conn ts>2020-01-01 ts<2020-12-31 "id.resp_h"=2a0d:5600:9::12cd:14bb:2dad



●
●
●
●
●

path=files sha256=d0d626deb3f9484e649294a8dfa814c5568f846d5aa02d4cdad5d041a29d5600
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path=http user_agent="SolarWindsOrionImprovementClient/*"
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path=dns query="api.solarwinds.com" OR query="downloads.solarwinds.com"
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path=dns query="licensestatusserver.solarwinds.com" OR query="licenseserver.solarwinds.com"
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https://github.com/fireeye/sunburst_countermeasures
https://rules.emergingthreats.net/open/suricata-5.0/emerging-all.rules
https://socprime.com/blog/sunburst-backdoor-detection-solarwinds-supply-chain-attack-on-fireeye-and-us-agencies/
https://socprime.com/blog/sunburst-backdoor-detection-solarwinds-supply-chain-attack-on-fireeye-and-us-agencies/
https://corelight.blog/tag/solarigate/
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https://solarigate.training.corelight.io


Watch our blog post for updates: 
https://corelight.blog/2020/12/15/finding-sunburst-backdoor-with-zeek-logs-
and-corelight/

We will post recording, slide deck and Corelight / Zeek IOCs URL shortly.

http://www.corelight.com/
mailto:akirk@corelight.com
mailto:aaron.soto@corelight.com
https://corelight.blog/2020/12/15/finding-sunburst-backdoor-with-zeek-logs-and-corelight/
https://corelight.blog/2020/12/15/finding-sunburst-backdoor-with-zeek-logs-and-corelight/

